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Agenda

• Introduction

• School Population & Outreach

• Digital Footprint

• Sextortion

• Trends within Sextortion

• Resources



Total Student Population for RSM

Number of Schools Student Population
SVUSD 5 3750

CAPO 2 1182

PRIVATE SCHOOLS 5 3645

PRESCHOOL 6 685

TOTAL 18 9262



School Interactions
Pumpkin Give Aways Officer Friendly Events

Every 15 Minutes



Power of communication, 
Explain safety concerns



OC Sheriff Message to 
Children and Teens

https://www.youtube.com/watch?v=aZurwH6y9Q0&t=5s


Rules to Live by

• Keep your social media and gaming accounts private

• Never accept friend requests from people you do not know in real life

• Reduce screen time to prevent screen addiction

• Never send explicit photos of any kind

• Always be respectful, do not say it online if you would not say it in 
person

• Do not click on an unsolicited or unexpected link



Common Problem Applications 
(Apps)

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiO06_16t7fAhULBHwKHXL6A1MQjRx6BAgBEAU&url=https://www.express.co.uk/life-style/science-technology/1011468/instagram-login-how-to-create-an-instagram-account-sign-up-instagram-profile&psig=AOvVaw24ZRUwWs73XV0K5NfeCyhl&ust=1547059227766477


Everything that is online, 
stays online.

Content can be used to 
extort, bully, shame, 
control & victimize you.

For example, 

• Trying to get into college

• Trying to apply for a job

• What you are seeing, may not be the full truth but used against you

• Cyberbullying

• Exploitation

• Identity Theft



But if you do mess up …
Which happens, and someone is 
threatening you or coercing you to pay to 
keep the images or information private, 
talk to a trusted adult immediately. 

A trusted adult can be a parent, relative, 
teacher, school counselor, or anyone at 
Orange County Sheriff’s Department.  

Our non-emergency line is 949-770-6011.



Online Sextortion Leads to Teen Suicide

https://www.youtube.com/watch?v=GCDgeO2-220&t=6s


Local Extortion Trends
Increase in Boys being targeted

1. Goal – Financial Extortion

2. Happens quickly, usually within a few hours – 
it’s a hustle.

3. Starts on Instagram or other apps, then moves 
to Snapchat.

4. Hot girl sends nude photo, then asks for a nude 
photo in return.

5. Demand a small amount of money first, to see 
if you are willing to even give money, and 
threatens to post images online. If money is 
sent, they will demand more.

6. Images are rarely posted online, they will move 
on to other victims who are willing to pay. 

What to do. 

1. Don’t pay any money
2. Collect evidence by taking screenshots of the 

message
3. Do not delete communications
4. Report to police

• Perpetrators are often located in other countries



Sources of Education

takeitdown.ncmec.org

https://www.bing.com/ck/a?!&&p=a3c4e8be0aeb5b4fc84b1ffc9bfd0d49f4e42a719eb8e5f7eac635ed1069522cJmltdHM9MTc0Mjg2MDgwMA&ptn=3&ver=2&hsh=4&fclid=2ae054ce-846d-671c-2e5a-418c85e96627&psq=take+it+down+qr+code&u=a1aHR0cHM6Ly90aWRzdGFydC5uY21lYy5vcmcvY2FzZS9jcmVhdGUjOn46dGV4dD1TZWxlY3QlMjBhbnklMjBpbnRpbWF0ZSUyMGltYWdlJTIwJTI4cyUyOSUyRnZpZGVvJTIwJTI4cyUyOSUyMGZyb20lMjB5b3VyLHRvJTIwbG9vayUyMGZvciUyMGZpbmdlcnByaW50JTIwbWF0Y2hlcyUyMG9uJTIwcGFydGljaXBhdGluZyUyMHdlYnNpdGVzLg&ntb=1


Thank you

Deputy J. Dornbush
Jdornbush@ocsheriff.gov
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